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You are a machine learning engineer at a fintech company tasked with developing and deploying an
end-to-end machine learning workflow for fraud detection. The workflow involves multiple steps,
including data extraction, preprocessing, feature engineering, model training, hyperparameter tuning,
and deployment. The company requires the solution to be scalable, support complex dependencies
between tasks, and provide robust monitoring and versioning capabilities. Additionally, the workflow
needs to integrate seamlessly with existing AWS services.

Which deployment orchestrator is the MOST SUITABLE for managing and automating your ML
workflow?

A. Use AWS Step Functions to build a serverless workflow that integrates with SageMaker for model
training and deployment, ensuring scalability and fault tolerance

B. Use AWS Lambda functions to manually trigger each step of the ML workflow, enabling flexible
execution without needing a predefined orchestration tool

C. Use Amazon SageMaker Pipelines to orchestrate the entire ML workflow, leveraging its built-in
integration with SageMaker features like training, tuning, and deployment

D. Use Apache Airflow to define and manage the workflow with custom DAGs (Directed Acyclic
Graphs), integrating with AWS services through operators and hooks.



v Answer: C

Explanation:

Use Amazon SageMaker Pipelines to orchestrate the entire ML workflow, leveraging its built in
integration with SageMaker features like training, tuning, and deployment

Amazon SageMaker Pipelines is a purpose-built workflow orchestration service to automate machine
learning (ML) development.

SageMaker Pipelines is specifically designed for orchestrating ML workflows. It provides native
integration with SageMaker features like model training, tuning, and deployment. It also supports
versioning, lineage tracking, and automatic execution of workflows, making it the ideal choice for
managing end-to-end ML workflows in AWS.

via - https://docs.aws.amazon.com/sagemaker/latest/dg/pipelines.html

Incorrect options:

Use Apache Airflow to define and manage the workflow with custom DAGs (Directed Acyclic

Graphs), integrating with AWS services through operators and hooks - Apache Airflow is a

powerful orchestration tool that allows you to define complex workflows using custom DAGs. However,
it requires significant setup and maintenance, and while it can integrate with AWS services, it does not
provide the seamless, built-in integration with SageMaker that SageMaker Pipelines offers.

Amazon Managed Workflows for Apache Airflow (Amazon MWAA):
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via - https://aws.amazon.com/managed-workflows-for-apache-airflow/

Use AWS Step Functions to build a serverless workflow that integrates with SageMaker for
model training and deployment, ensuring scalability and fault tolerance - AWS Step Functions

is a serverless orchestration service that can integrate with SageMaker and other AWS services.
However, it is more general-purpose and lacks some of the ML-specific features, such as model
lineage tracking and hyperparameter tuning, that are built into SageMaker Pipelines.

Use AWS Lambda functions to manually trigger each step of the ML workflow, enabling

flexible execution without needing a predefined orchestration tool - AWS Lambda is useful for
triggering specific tasks, but manually managing each step of a complex ML workflow without a
comprehensive orchestration tool is not scalable or maintainable. It does not provide the task
dependency management, monitoring, and versioning required for an end-to-end ML workflow.
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You are tasked with building a predictive model for customer lifetime value (CLV) using Amazon
SageMaker. Given the complexity of the model, it’s crucial to optimize hyperparameters to achieve the
best possible performance. You decide to use SageMaker’s automatic model tuning (hyperparameter
optimization) with Random Search strategy to fine-tune the model. You have a large dataset, and the
tuning job involves several hyperparameters, including the learning rate, batch size, and dropout rate.
During the tuning process, you observe that some of the trials are not converging effectively, and the
results are not as expected. You suspect that the hyperparameter ranges or the strategy you are using
may need adjustment.

Which of the following approaches is MOST LIKELY to improve the effectiveness of the hyperparameter
tuning process?

A. Decrease the number of total trials but increase the number of parallel jobs to speed up the tuning
process

B. Switch from the Random Search strategy to the Bayesian Optimization strategy and narrow the
range of critical hyperparameters

C. Use the Grid Search strategy with a wide range for all hyperparameters and increase the number of
total trials

D. Increase the number of hyperparameters being tuned and widen the range for all hyperparameters

v Answer: B

Explanation:

Switch from the Random Search strategy to the Bayesian Optimization strategy and narrow the

range of critical hyperparameters

When you're training machine learning models, each dataset and model needs a different set of
hyperparameters, which are a kind of variable. The only way to determine these is through multiple
experiments, where you pick a set of hyperparameters and run them through your model. This is called
hyperparameter tuning. In essence, you're training your model sequentially with different sets of
hyperparameters. This process can be manual, or you can pick one of several automated
hyperparameter tuning methods.

Bayesian Optimization is a technique based on Bayes’ theorem, which describes the probability of an
event occurring related to current knowledge. When this is applied to hyperparameter optimization, the
algorithm builds a probabilistic model from a set of hyperparameters that optimizes a specific metric. It
uses regression analysis to iteratively choose the best set of hyperparameters.

Random Search selects groups of hyperparameters randomly on each iteration. It works well when a
relatively small number of the hyperparameters primarily determine the model outcome.

Bayesian Optimization is more efficient than Random Search for hyperparameter tuning, especially when
dealing with complex models and large hyperparameter spaces. It learns from previous trials to predict
the best set of hyperparameters, thus focusing the search more effectively. Narrowing the range of
critical hyperparameters can further improve the chances of finding the optimal values, leading to better
model convergence and performance.

How hyperparameter tuning with Amazon SageMaker works:




Grid search

When using grid search, hyperparameter tunéng chooses combinations of values from the range of categorical values that you specify when
you create the job. Only categorical parameters ane supporied when using the grid search strategy. You do not need to spedly the
MaxNumberdfTraininglobs - The number of training jobs created by the tuning job is sutomatically caleulated to be the total number of
distinct categorical combinations possible. If specified, the value of MaxNurber0f Traininglobs should equal the total number of distinct
tategorical combinations possibla

Random search

‘When using random search, hyperparameter tuning chooses a random combination of hyperpasameter valwes in the ranges that you specify
for each trasning job it launches, The choice of hyperparameter values doesn't depend on the results of previous fraining jobs. As a result, you
can run the maxirmum fumber of concwment training jobs without changing the performance of the tuning

For an example notebook that uses random search, see the Random search and hyperparamater scaling with SageMaker XGBEoost and
Automatic Model Tuning 2 notebook:

Bayesian optimization

Bayesian optimization treats yperparametes tuning Like a regression problem. Given a set of nput features (the hyperparameters),
hypenpararmeter tuning optimizes a model for the metric that you choose. To solve & regression problem, hyperpararmeter tuning makes
guesses about which hyperparameter combinations ane likely to get the best results. it then runs training jobs to test these values. After
testing a set of hyperparameter values, hyperparameter uning uses regression to choose the next set of hyperparameter values to test

Hyperparameler tuning uses an Amazon SageMaker implementation of Bayesian optimization.

‘When choosing the best hyperparameters for the next training job, hyperparameter tuning considers gwerything that it knows about this
problem so far. Sometimes it chopses a combination of hyparparameter values close to the combination that resulted in the best previous
training job to intrémentally improve performande. This allows hyperparameter tuning to use the best known results. Other tmes, it choases
o set af hyperparameter valwes far rermoved from thode #t has tried. This allovws it to explore the range of hyperparameter values to try to Fnd
meewy angas that are not yet well understood. The explore/explodt trade-off is commaon in many machine learning problems.

Incorrect options:

Increase the number of hyperparameters being tuned and widen the range for all

hyperparameters - Increasing the number of hyperparameters and widening the range without any
strategic approach can lead to a more extensive search space, which could cause the tuning process to
become inefficient and less likely to converge on optimal values.

Decrease the number of total trials but increase the number of parallel jobs to speed up the

tuning process - Reducing the total number of trials might speed up the tuning process, but it also
reduces the chances of finding the best hyperparameters, especially if the model is complex. Increasing
parallel jobs can improve throughput but doesn't necessarily enhance the quality of the search.

Use the Grid Search strategy with a wide range for all hyperparameters and increase the number

of total trials - Grid Search works well, but it’s relatively tedious and computationally intensive,
especially with large numbers of hyperparameters. It is less efficient than Bayesian Optimization for
complex models. A wide range of hyperparameters without focus would result in more trials, but it is not
guaranteed to find the best values, especially with a larger search space.
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A company stores its training datasets on Amazon S3 in the form of tabular data running into millions of
rows. The company needs to prepare this data for Machine Learning jobs. The data preparation involves




data selection, cleansing, exploration, and visualization using a single visual interface.
Which Amazon SageMaker service is the best fit for this requirement?

A. Amazon SageMaker Feature Store

B. Amazon SageMaker Data Wrangler

C. SageMaker Model Dashboard

D. Amazon SageMaker Clarify

v Answer: B
Explanation:

Amazon SageMaker Data Wrangler:

Amazon SageMaker Data Wrangler reduces the time it takes to aggregate and prepare tabular and
image data for ML from weeks to minutes. With SageMaker Data Wrangler, you can simplify the process
of data preparation and feature engineering, and complete each step of the data preparation workflow
(including data selection, cleansing, exploration, visualization, and processing at scale) from a single
visual interface. You can use SQL to select the data that you want from various data sources and import
it quickly. Next, you can use the data quality and insights report to automatically verify data quality and
detect anomalies, such as duplicate rows and target leakage. SageMaker Data Wrangler contains over
300 built-in data transformations, so you can quickly transform data without writing code.

With the SageMaker Data Wrangler data selection tool, you can quickly access and select your tabular
and image data from various popular sources - such as Amazon Simple Storage Service (Amazon S3),
Amazon Athena, Amazon Redshift, AWS Lake Formation, Snowflake, and Databricks - and over 50
other third-party sources - such as Salesforce, SAP, Facebook Ads, and Google Analytics. You can also
write queries for data sources using SQL and import data directly into SageMaker from various file
formats, such as CSV, Parquet, JSON, and database tables.

How Data Wrangler works:

Amnasen SageMaker ol Al
Dt Wiinghee Solary pund ety Clearae and enrich Wimalie Lindwritand Chgerationalize
Pt i Ml A . M ——
il : = ke s T T st e

rirch ey e b

Incorrect options:

SageMaker Model Dashboard - Amazon SageMaker Model Dashboard is a centralized portal,
accessible from the SageMaker console, where you can view, search, and explore all of the models

in your account. You can track which models are deployed for inference and if they are used in batch
transform jobs or hosted on endpoints.

Amazon SageMaker Clarify - SageMaker Clarify helps identify potential bias during data
preparation without writing code. You specify input features, such as gender or age, and SageMaker




Clarify runs an analysis job to detect potential bias in those features.

Amazon SageMaker Feature Store - Amazon SageMaker Feature Store is a fully managed,
purpose-built repository to store, share, and manage features for machine learning (ML) models.
Features are inputs to ML models used during training and inference.
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Which of the following strategies best aligns with the defense-in-depth security approach for generative
Al applications on AWS?

A. Relying solely on data encryption to protect the Al training data

B. Applying multiple layers of security measures including input validation, access controls, and
continuous monitoring to address vulnerabilities

C. Using a single authentication mechanism for all users and services accessing the Al models
D. Implementing a single-layer firewall to block unauthorized access to the Al models

v Answer: B
Explanation:
Correct option:

Applying multiple layers of security measures including input validation, access controls, and
continuous monitoring to address vulnerabilities

Architecting a defense-in-depth security approach involves implementing multiple layers of security to
protect generative Al applications. This includes input validation to prevent malicious data inputs, strict
access controls to limit who can interact with the Al models, and continuous monitoring to detect and
respond to security incidents. These measures can help address common vulnerabilities and meet the
best practices for securing generative Al applications on AWS.

Incorrect options:

Implementing a single-layer firewall to block unauthorized access to the Al models - While a

firewall is an important security measure, relying on a single layer of defense is insufficient for
comprehensive security. Defense-in-depth requires multiple, overlapping layers of protection.

Relying solely on data encryption to protect the Al training data - Data encryption is crucial for

protecting data at rest and in transit, but it
does not address other vulnerabilities such as input validation

or unauthorized access. A holistic security strategy is needed.

Using a single authentication mechanism for all users and services accessing the Al models -
Employing a single authentication mechanism is a weak security practice. Multiple authentication and
authorization mechanisms should be used to ensure robust access control.
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You are an ML engineer at an e-commerce company tasked with building an automated
recommendation system that scales during peak shopping seasons. The solution requires provisioning
multiple compute resources, including SageMaker for model training, EC2 instances for data
preprocessing, and an RDS database for storing user interaction data. You need to automate the
deployment and management of these resources, ensuring that the stacks can communicate effectively.
The company prioritizes infrastructure as code (l1aC) to maintain consistency and scalability across
environments.

Which approach is the MOST SUITABLE for automating the provisioning of compute resources and
ensuring seamless communication between stacks?

A. Manually provision the SageMaker, EC2, and RDS resources using the AWS Management
Console, ensuring that communication is established by manually updating security groups and
networking configurations

B. Use AWS Elastic Beanstalk to deploy the entire ML solution, relying on its built-in environment
management to handle the provisioning and communication between resources automatically

C. Use AWS CDK (Cloud Development Kit) to define the infrastructure in a high-level programming
language, deploying each service as an independent stack without configuring inter-stack
communication

D. Use AWS CloudFormation with nested stacks to automate the provisioning of SageMaker, EC2, and
RDS resources, and configure outputs from one stack as inputs to another to enable communication
between them

v Answer: D

Explanation:

Correct option:

Use AWS CloudFormation with nested stacks to automate the provisioning of SageMaker,
EC2, and RDS resources, and configure outputs from one stack as inputs to another to
enable communication between them

AWS CloudFormation with nested stacks allows you to modularize your infrastructure, making it easier to

manage and reuse components. By passing outputs from one stack as inputs to another, you can

automate the provisioning of resources while ensuring that all stacks can communicate effectively. This

approach also enables consistent and scalable deployments across environments.




Embed stacks within other stacks using nested stacks
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Incorrect options:

Use AWS CDK (Cloud Development Kit) to define the infrastructure in a high-level programming
language, deploying each service as an independent stack without configuring inter-stack
communication - AWS CDK allows you to define infrastructure using high-level programming languages,
which is flexible and powerful. However, failing to configure inter-stack communication would lead to a
disjointed deployment, where services may not function together as required.

Manually provision the SageMaker, EC2, and RDS resources using the AWS Management Console,
ensuring that communication is established by manually updating security groups and networking
configurations - Manually provisioning resources through the AWS Management Console is error-prone
and not scalable. It lacks the automation and repeatability that infrastructure as code provides, making it
unsuitable for managing complex ML solutions that require seamless communication between multiple
resources.

Use AWS Elastic Beanstalk to deploy the entire ML solution, relying on its built-in environment
management to handle the provisioning and communication between resources automatically -

AWS Elastic Beanstalk is a managed service for deploying applications, but it is not designed for
orchestrating complex ML workflows with multiple resource types like SageMaker, EC2, and RDS. It also
lacks fine-grained control over resource provisioning and inter-stack communication.
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